
INSERT SCHOOL NAME  Technology Student Acceptable Use Policy
(Last Updated _________)
Our school has rigorous ICT practices in place, which include Acceptable Use Policies for all school staff and students. The overall goal of the school in this matter is to create and maintain a cybersmart culture which is in keeping with the values of the school, and legislative and professional obligations. This use agreement includes information about your obligations, responsibilities, and the nature of possible consequences associated with breaches which undermine the safety of the school environment. INSERT SCHOOL NAME is aware of the responsibility and duty of care for students.  Whilst all care is taken to ensure guidance for students using the school network and internet, it is still possible, whilst searching the internet, that students may accidentally access inappropriate material. INSERT SCHOOL NAME will try to counteract this by teaching students effective use of this valuable resource and ensuring supervision at all times.
	School Network
	Communication via E-mail, Blogs, etc.

	· Students must log onto the network using the ‘Student’ username.
	· Students must be polite and responsible when they communicate with others. They will not use strong, aggressive or inappropriate language and appreciate that others may have different opinions. If students are concerned about any communications they must report it to their teacher or the ICT Coordinator.

	· Students are required to turn off their classroom computers when they no longer need to use them.
	· 

	· 
	· All communications must be proof read for spelling errors and understanding.

	· Students are to report any network connection problems or computer difficulties to their teacher immediately. Should connection problems continue to occur students should report them directly to the ICT Coordinator or Principal.
	· Students must ensure that they monitor the size of their email Inbox, Sent and Trash boxes. The ‘Purge’ option for the Trash must be pressed once a month.

	· Desktop displays/backgrounds and screen savers must not be altered.
	· Students must not forward chain letters.

	· Students may not make unauthorized copies of school software or attempt to install personal software or music onto the network or any computer.
	· Students must report any e-mails they receive from students who do not attend our or work at our school.

	· Students should save work to their own folder. Their teacher or the ICT Coordinator may move work saved into the incorrect areas into the correct folder.
	· Students are not permitted to access their web-based email (such as Hotmail, Gmail or Yahoo) unless permission has been given by the ICT Coordinator and the email is accessed in the presence of the ICT Coordinator.

	· Students must not access files and folders than belong to other students or staff. If a student becomes aware of a computer or device that has been logged on by another student they must inform that person or choose ‘Switch User’ (if applicable) to continue using the computer/device.
	· Students will not open any hyperlinks in emails or any attachments to emails, unless they know and trust the person / organisation that has sent the email. If students have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other harmful programs)

	· Students may not copy, remove or otherwise alter any other user’s files, without the owner’s knowledge and permission.
	· 

	· Students may not access or save their work to another student’s folder unless they have that person’s permission. 
	· 

	Mobile Phones
	Multi-Media Devices: iPads, Digital Cameras, Data Projectors, etc.

	· Any student who brings a mobile phone onto school property may only do so if a parent/guardian has handed in the Parent/Guardian Permission for Mobile Phone Form.
	· Students are to use multi-media equipment for educational purposes only and only when given explicit permission from their teacher.

	· All mobile phones must be clearly marked with the student’s full name and an emergency number attached.
	· Students at all times are expected to use the equipment with care and respect.

	· Students must secure their phone with a password/pin and the password/pin given to only their parent(s)/guardian(s).
	· Students must return borrowed items to their teacher after use or return them to their secure cupboard when given the key by their teacher.

	· Any student with a phone must hand it to their teacher at the start of each day with the phone set to silent. The teacher will safely store the phone and the student is responsible for asking for the return of the phone.
	· Students using bring-your-own-devices (BYOD) must present them to the ICT Coordinator/IT Administrator for the installation/setup of the required connection and eSecurity settings (e.g. authentication certificates and proxy configurations). Students using these BYOD devices are not permitted to take photos of others. Students must take appropriate measures to store these devices away securely.

	· Parents must contact their child through the school’s office. They must not send their child text messages or attempt to call them on their mobile phone during school hours.
	· Students must report any problems or difficulties with devices immediately to their teacher or ICT Coordinator. Should problems continue to occur students should report them directly to the ICT Coordinator or Principal.

	· If students are permitted to use mobile phones in classroom learning situations, they will have pre-organised with the ICT Coordinator to have their phones connected to the school’s internet, which will in-turn disable their 3G/4G data, but enable them to access the internet and network (if using FileExplorer on iOS or ESFileExplorer on Android, and use apps whilst under the protection of the school’s network and filters.
	· Students will not use these devices to take, modify or distribute images of anyone without their permission.

	· 
	· At no time does a student have permission to edit a photo or likeness of another student without their written permission.

	· 
	Bring Your Own Devices (BYOD)

	· Students must not answer or make personal calls, read or respond to personal text messages during school hours.
	· Any unauthorised electronic device (see above references to BYOD devices) will be confiscated and can only be collected by a parent/guardian.

	· Students are not permitted to take photos of others using their mobile phone.
	· The use of any privately-owned/leased ICT equipment/devices on the school site, or at any school-related activity must be appropriate to the school environment. This includes any images or material present/stored on such devices. This also extends to include mobile phones.  

	iPads
	Social Networking

	· For class shared iPads, students must ensure that once they have finished using the internet on an iPad, they completely close Safari. If they do not, other users may be able to access the internet under the incorrect user account.
	· Students may not attempt to ‘friend’ on Facebook, ‘follow’ on Twitter, chat on MSN or Windows Live Messenger, or socialise in any electronic form with any current or past-staff (internal school email and school-based blogs are acceptable). NOTE: Under Facebook policy, users must be age 13+.

	· For class shared iPads, students are not permitted to install any app or access any restricted content.
	· If staff become aware of inappropriate student comments or use of any social networking medium, the matter will be referred to the school principal, student welfare officer, classroom teacher(s) and the parent(s)/guardian(s) of each student.

	· Students are not permitted to use any personal iPad at school that has it’s own data plan/sim card.
	· 

	· 
	· Students may not use social media whilst in the school grounds, including Facebook, Twitter, MSN and Windows Live Messenger, etc.

	Printing
	Laptops

	· Students are not to print in colour unless given permission from their teacher for the print job in question.
	· Students may only use school laptops if given explicit permission by their teacher. They are expected at all times to use the equipment with care and respect.

	Removable Media (USB’s and DVD’s/CD’s)
	· Students may not install any software (including unlicensed software) or music on school laptops.

	· Students must be responsible for the safe keeping and storage of their USB media whilst at school.
	· Students using bring-your-own-devices (BYOD) must present them to the ICT Coordinator/IT Administrator for the installation/setup of the required connection and eSecurity settings (e.g. authentication certificates and proxy configurations).

	· Students must take reasonable steps to scan their removable storage devices for viruses by using school provided anti-virus software.
	· Students using a bring-your-own-device laptop (BYOD) must have up-to-date (i) anti-virus and (ii) anti-malware/spyware software installed and scan their device regularly.

	Internet

	· Students must log onto the internet using their own username and password.

	· Students will not try to upload, download or access any materials which are illegal (e.g. inappropriate images, criminally racist material) or inappropriate or may cause harm or distress to others.

	· Students must not share their internet password with anyone at anytime.If they forget their password they can see the ICT Coordinator who will reset their password.

	· Students must ensure that they do not ‘save’ their internet password. Students must understand that if their internet password is ‘saved’ that other students and staff can access the internet using their internet logon, potentially accessing inappropriate materials for which the student may be punished.

	· Students have a responsibility not to initiate access to inappropriate material.  If a student member stumbles onto such material it is to be reported to their teacher or the ICT Coordinator immediately.

	· Students are not permitted to conduct “live searches” in front of students (all websites students show others must be pre-searched and verified as acceptable, including Youtube videos).

	· Students are to use the internet for educational purposes only during school hours (not including recess or lunch times). 

	· Socially inappropriate messages via any internet connected technology are not allowed.

	· Students are to report any internet connection problems or difficulties to their teacher or the ICT Coordinator. Should connection problems continue to occur students should report them directly to the ICT Coordinator or Principal.

	· Students are not to download anything at anytime over 10MB without the express permission of the ICT Coordinator or Principal.

	· Students may not publish images of themselves online unless the student’s parents have signed the Media Release Consent/Permission to Publish Form.

	· Students may not publish, download, modify or transfer images or videos of other students or staff online at any time.

	Cyber Smart Practices

	Digital Media Literacy

	· All students will participate in cyber smart education lessons.

	· Students understand that the school may monitor traffic and material sent and received using the school’s ICT network. The school may use filtering and/or monitoring software to restrict access to certain sites and data including email.

	eSecurity

	· Students are not permitted to share with any password with anyone. If a student(s) become aware of somebody’s password, they must notify a teacher immediately.

	· Students may update Flash or Java when prompted by the computer to do so. If an error occurs, they must report this to the ICT Coordinator at their earliest convenience.

	· Students will not make any attempt to get around, or bypass security, monitoring and filtering that is in place at our school.

	Digital Citizenship

	· Students may only use school digital devices when given permission and for the reason permission was given. Off task behaviours will result in loss of access to these devices.

	· Students can only go online or use the internet at school when a teacher gives permission and an adult is present.

	· Students are to use the internet for educational purposes only during school hours (not including recess or lunch times).

	· Students may not use social media at school (including Facebook, Twitter, MSN and Windows Live Messenger, etc.).

	· Students may not use games that contain social media/chat components that allow them to chat to strangers (e.g. Club Penguin).

	· Socially inappropriate messages via any internet connected technology are not allowed.

	· Students must respect copyright laws, ensuring that.

a) Where work is protected by copyright, students will not access, download or distribute copies (including music and videos)
b) When students are using the internet to find information, they should take care to check that the information that they access is accurate, as they understand that the work of others may not be truthful and may be a deliberate attempt to mislead people.
c) When students use work that belongs to others that they properly cite this usage as per copyright laws and/or their classroom arrangements (e.g. early years students)

	· Students will not initiate access, or attempt to access age restricted, illegal, or objectionable material.

	· Students must get permission from the student in question before placing information about that person online.

	· Students must not upload images of themselves or others online or send to others via any technology (e.g. mobile phones).

	· Students must not take, send or copy any inappropriate images of themselves or others.

	Cybersafety

	· If students encounter something they are not sure about or that makes them feel worried, scared or uncomfortable, students must click on 'Hector the friendly dolphin' and it is to be reported to their teacher immediately.

	· Students have a responsibility not to initiate access to inappropriate material.  If a student stumbles onto such material they must click on 'Hector the friendly dolphin' and it is to be reported to the network ICT Coordinator immediately.

	· Students must be aware of “stranger danger”, when they are communicating on-line. 

	· Students must not disclose or share personal information about themselves or others when on-line (this could include names, addresses, email addresses, telephone numbers, age, gender, educational details, financial details etc )

	· If students are thinking about arranging to meet people off-line that they have communicated with online, they will tell their parent(s)/guardian(s) who must be present should they actually then meet the person.


Information Technology

Student Acceptable Use Contract

As a parent/guardian of a student at INSERT SCHOOL NAME, I have read the information in the attached “Acceptable Use Policy”.  I understand this policy defines the network, internet, e-mail and multi-media facilities at the school, outlines the appropriate use of these facilities and the rights of INSERT SCHOOL NAME in enforcing this policy.  I understand this agreement will also be kept on file at the school.

My responsibilities include:

· I will read this ICT Acceptable Use Agreement carefully and discuss it with my child so we both have a clear understanding of their role in the school’s work to maintain a functioning and safe technological environment
· I will encourage my child to follow the cybersmart rules and instructions

· I will encourage an open dialogue with my child about cybersmart education to help them understand the importance of safe use of technology and the internet – both in and out of school.

· I will ensure this use agreement is signed by my child and by me, and returned to the school

· I will contact the school if there is any aspect of this use agreement I would like to discuss.
· I understand that cybersmart education is both the responsibility of parents/guardians and schools. Whilst the school will teach students about cybersmart education, a complimentary home approach is vital in ensuring that students are learning cybersmart education practices from their parents/guardians. The school will endeavour to provide access to materials and resources for parents to use by themselves and with their children.

I therefore grant permission for my child to use the network, internet, e-mail and multi-media facilities while at INSERT SCHOOL NAME as defined in, and according to the guidelines outlined in the attached Acceptable Use Policy.

I understand that if my child/children break these rules, the school may need to inform parent(s). In serious cases the school may take disciplinary action against the student. I also understand that families may be charged for repair costs. If illegal material or activities are involved, it may be necessary for the school to inform the police.
I understand that the school and/or police also has the right to take action against me/my child if they are involved in incidents of inappropriate behaviour, that are covered in this agreement, when they are out of school and where they involve a student’s membership of the school community (examples would be cyber-bullying, use of images or personal information).  
I understand that my son’s / daughter’s activity on digital devices outside of school hours is a parent’s/guardian’s responsibility. Should my child instigate, follow or experience negative online behaviours that affect others, I have the responsibility to participate in mediation with the party/parties involved. If the welfare a student or a family member who attends this school is affected, or the technology used was for school use (e.g. school blogs) I must contact the appropriate school authority [e.g. the Principal, student-welfare officer, classroom teacher(s), etc.]

Information Technology

Student Acceptable Use Contract

As a user of digital technologies, I agree to comply with the requirements as stated in the attached “Acceptable Use Policy”, and to use the network in a constructive and appropriate manner.

Name of Student: 






(Written by Parent/Guardian)

Name of Parent/Guardian:  







(Please Print)

Signature of Parent/Guardian:  


Date:  

Name of Student: ______________________________________________






(Written by the student)

Signature of Student:  __________________________________________

Date:  

This ICT Acceptable Use Contract contains some of the content from the NetSafe® Cybersafety Use Agreement for Staff Template © NetSafe – The Internet Safety Group Incorporated - January 2007 and various excerpts from The South West Grid for Learning E-Safety-Resources © All rights reserved SWGfL 2013

